
Steganography

1. Secret communication achieved by hiding the existence of a message is known as steganography

2. Shaved head - wrote msg - grow hair

3. ancient Chinese wrote messages on fine silk, which was scrunched into a tiny ball and covered in

wax. The messenger would then swallow the ball of wax

4. “milk” of the tithymalus plant could be used as an invisible ink. Although the ink is transparent

after drying, gentle heating chars it and turns it brown. Many organic fluids behave in a similar

way, because they are rich in carbon and therefore char easily, modern spies who have run out of

standard-issue invisible ink to improvise by using their own urine

Cryptography

1. The aim of cryptography is not to hide the existence of a message, but rather to hide its meaning,

a process known as encryption.

2. The advantage of cryptography is that if the enemy intercepts an encrypted message, the message

is unreadable.

3. Cryptography itself can be divided into two branches, known as transposition and substitution. In

transposition, the letters of the message are simply rearranged, effectively generating an anagram

4. Rail fence transposition - which the message is written with alternating letters on separate upper

and lower lines. The sequence of letters on the lower line is then tagged on at the end of the

sequence on the upper line to create the final encrypted message

5. Spartan scytale transposition - first-ever military cryptographic device, The scytale is a wooden

staff around which a strip of leather or parchment is wound, The sender writes the message along

the length of the scytale and then unwinds the strip, which now appears to carry a list of

meaningless letters. The message has been scrambled. The messenger would take the leather

strip, and, as a steganographic twist, he would sometimes disguise it as a belt with the letters

hidden on the inside. To recover the message, the receiver simply wraps the leather strip around a

scytale of the same diameter as the one used by the sender



6. Substitution cipher - each letter in the plaintext (the message before encryption) is substituted for

a different letter to produce the ciphertext (the message after encryption)

CUUZ VZ CGXSGIBZ - MEET AT

MIDNIGHT

7. Caesar cipher - each letter in the plain alphabet with a letter from a cipher alphabet, and the

cipher alphabet is allowed to consist of any rearrangement of the plain alphabet

8. Monoalphabetic substitution cipher - in which the cipher alphabet consists of letters, symbols or

a mix of both. Eg : a in the plain alphabet might be replaced by # in the cipher alphabet, b might

be replaced by +.

9. frequency analysis - reveal the contents of a scrambled message simply by analyzing the

frequency of the characters in the ciphertext. (difficult for small words)

10. Code - very specific meaning, and applies only to a certain form of substitution, each word is

represented by another word or symbol

11. Beale Ciphers : Treasure



12. Enigma Machine/ Scherbius’ design of the Enigma

Terminology : encipher means to scramble a message using a cipher, while encode means to scramble a

message using a code. Similarly, the term decipher applies to unscrambling an enciphered message, and

decode to unscrambling an encoded message. The terms encrypt and decrypt are more general, and cover

scrambling and unscrambling with respect to both codes and ciphers



The first stage in Babbage’s cryptanalysis is to look for sequences of letters that appear more than once in

the ciphertext.

Champollion continued to astonish his peers, mastering Latin, Greek, Hebrew, Ethiopic, Sanskrit, Zend,

Pahlavi, Arabic, Syrian, Chaldean, Persian and Chinese, all in order to arm himself for an assault on

hieroglyphs.

Modular arithmetic, sometimes called clock arithmetic in schools, is an area of mathematics that is rich

in one-way functions. It deals with a finite group of numbers arranged in a THE CODE BOOK 198 loop,

rather like the numbers on a clock.


