
Some Common Attacks Against Anonymous Web Networks

1. Traffic Analysis

2. Exit Node Exposure

3. Government Attacks

4. The Onions Strike Back

History of internet privacy and libraries

1. Patriot Act : enabled investigators to gather information when looking into the full range of

terrorism-related crimes

2. Health Insurance Portability and Accountability Act (HIPAA) : creates national standards to

protect individuals by removal of specific data identifiers (names, telephone numbers, email

addresses, IP addresses, etc.)

3. Breeding’s Library Technology Reports : privacy concerns related to web-based library

information systems, including library circulation systems, digital certificates, data storage, web

hosting, and trackers.

A Look at Privacy and Censorship Law

● Green Flag

1. United Kingdom : Data Protection Act of 2018 - “guarantees” protection of sensitive

personal data such as race, political and religious beliefs, health and biometrics, and

sexual orientation and all users are informed and consent to data collection, that they are

aware and have access to the data that is collected, and able to ask that data be

erased/cease collection.

Tor is freely available for public use

2. France : The Right to be Forgotten- If an individual wants personal information,

including photos and videos of them, removed from a website, the site is compelled to

oblige

Digital Last Will and Testament - Individuals are also granted the right to decide what

will happen with their online data when they die

Assurance of Net Neutrality - Net neutrality assures that Internet Service Providers

provide equal access(no sped up/slow down/block sites) to all online information.

one of the greatest rates of Tor use

3. Germany : Bundesdatenschutzgesetz

The collection, processing, and use of data are strictly prohibited, unless it is permitted

by the law or the person

Personal data must be collected from the person, not through third parties.



Any data standards must reflect a balance between the collecting agency and the

user/individual.

Data anonymization should be used to mitigate the transfer of personal data across

systems.

Any entity that collects/stores personal information must inform all affected persons that

they are doing so.

Permission granted by an individual to sue data for a specific purpose is limited to that

purpose

one of the most data secure countries in the world

4. Canada : National/provincial laws - limited the collection and dissemination of

individuals’ personal information by government agencies only

Use of TOR is not very strict

5. Australia : data privacy laws - guarantee privacy , requires ISPs to collect and store data

some of the most restrictive censorship laws of any developed country, which allows or

forces ISPs to filter a variety of sites, including obvious ones (child pornography, sexual

violence) as well as ones that may be more of a gray area (torrent sites

● Yellow flag

1. United States : The Right to Privacy - That the individual shall have full protection in

person and in property

Ironically, the single biggest funder of the Tor Project also spends significant time and

funding in attempt in finding ways to deanonymize it

2. Nigeria and West Africa : Nigerian Cybercrimes Prohibition Act of 2015 - provide

guidance on the policing of criminal activity

3. East Africa : Access to Information and Protection of Privacy Act (misnomer) - have

severely hampered access to information through censorship tactics and spying on the

communications of citizens

40%–45% of adults use the Internet

4. South Africa : Protection of Personal Information Act of 2013 - expands the powers of the

government to preserve the privacy of citizens and organizations

much better off in terms of privacy than most countries on the African continent.

5. Brazil : surveillance laws - allow for telecommunications to be intercepted for use in

criminal investigations

one of the largest pools of Tor users

6. Mexico : Constitution - requires law enforcement to receive a warrant before interfering

or intercepting the communications of private citizens

Telmex, run by Carlos Slim, the fifth-wealthiest person in the world (as of late 2020) – has

a virtual monopoly on all telecommunications in the country



At times restricted access to Tor

7. Spain : guarantees a right to privacy for citizens , very similar to other European

countries and allows the government broad discretion in blocking access to the web as it

deems necessary to preserve “public health and safety”

8. Italy : directed to store user data for years as part of national security efforts

one of the greatest rates of Tor use

● Red Flag

1. China : Data shared in a public forum is not held to the same standard and may be

collected without consent

Organizations/services that collect user data must provide the following information to

all users: • How frequently will data be collected, and where will it be stored. • The types

of data will be secured and potential risks. • Contact information for the data holder.Data

may only be transferred or shared if the holder has consent from the user or the data has

been entirely de-identified.

cybersecurity law - critical information infrastructure operators” must be stored

domestically (in China) - limits collection of Chinese citizens’ data by foreign

organizations

The Great Firewall of China - restrict access to a wide number of websites and services –

including Tor.

Mirror sites - different URL - Bridges are used to connect users to the Tor network when

it is censored in their country

2. Iran : does not have any laws that specifically protect the privacy of its citizens.

most restrictive of all countries in terms of Internet privacy and the use of Tor

one-fourth of surface websites are blocked (top 500 most-visited sites)

3. Russia : Sensitive personal information – including racial demographics, political

opinions, religious beliefs, health conditions, and sexual life – should generally be

collected under no circumstances

complicated relationship with Tor.

Countries with the Most Tor Users : Russia, Germany, France, United States, United Kingdom, Israel,

Canada, Hong Kong, Denmark, Australia, Nigeria, South Africa, China, Brazil, Mexico, Uganda, Egypt

Countries with the Most Tor Bridge Users

1. China : fewest number of daily users

2. Iran : access content not approved by government as “culturally appropriate”

3. Russia : use the platform for broad political gain and ban it for use by its own population.,

controversy, invasion, and potentially illegal political activities on the web



4. United States : love/hate relationship with Tor

TOR Relays

1. guard or non-exiting relay is a fast relay on the network that does not provide any kind of exit off

the network, just a way to move between different relays on the network.

2. If a guard relay is not fast enough, it will be demoted to a simple middle relay. Guard and middle

relays are the simplest type of relay to run since they do not require a lot of setup or configuration

3. Exit relays are the final step in the relay chain for the Tor network. They accept packets from the

middle or guard relays and direct it to the surface web for delivery

4. bridge relay is a specialized relay that can be used by individuals or organizations who need an

extra layer of protection when connecting to the Tor network.

5. Snowflake relays do not require a relay to be operational 24/7 and works as extension on a Firefox

or Chrome browser that operates when your computer is in use and allows you to continue to use

the Internet normally while allowing individuals in high-censorship areas to connect securely to

the Tor network

Library and information science (LIS) : Anonymous Web Research Topics

1. Natural Language Processing : examine content uploaded on the anonymous web, extends to

nonlanguage content, like photos and images

2. Authorship Attribution : used in the digital humanities to help determine authorship of books

where no author is known, content shared is something illegal, and was posted anonymously, it

may be possible to identify the author through linguistic analysis

3. Extending and Incorporating the Tor Network in New Platforms : several emerging networks that

employ the Tor protocol (using onion routing) as part of a new service that promises even more

privacy, security, or user-friendly interface

Anonymous Web and COVID-19 : . During the peak of the pandemic in nations like India, these drugs

became highly valued and extremely scarce, leading to a black market, The impact of an emergency

situation on the use of the anonymous web should serve as a learning opportunity for future experiences.

Methods for Anonymous Web Research

1. Analysis of Traffic Data : illustrate relationships between major events and usage of the

anonymous web.

2. Content Analysis : to analyze language use and communication, hoping to reveal some deeper

meaning.

3. Text Mining : can reveal insight about the people that use these platforms

4. Ethnography : immerse themselves in a culture, in order to better understand the motivations

behind beliefs and practices



Potential Hazards and Other Considerations

1. Most people using the platform could be considered to be a part of some sensitive population,

and that they are using the platform specifically to preserve their anonymity, so extra care (even

beyond normal) must be taken to ensure the sanctity of the study and its data

2. Allowing your priors/ beliefs about the anonymous to influence your analysis and cause you to

draw false conclusions. It is evident from the titles of research articles pertaining to the

anonymous web that many are drawn to the criminal elements on the platform

3. Bibliometric studies analyze the bibliographic data for a set of publications on a particular topic.

The objective of this analysis is to identify important authors, publication venues, and topic

themes, with this information being used to inform future research by suggesting new topics and

best places to publish research

Tor :

1. Coinbase and Binance : Coinbase and Binance – the two most popular cryptocurrency exchanges

2. SciHub and Library Genesis :These platforms are very helpful to researcher, also very illegal

3. Facebook

Dictionary
















